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Usage of Computer




Attacks in IT

Active or Passive Attacks
Internal or External Attacks

Attacks Depends on Sources
Use of Vulnerability
Attacks against to Hardware




Attacks Type - |

Attacks against to Individual
Attacks against to Properties

Attacks against to Society
Attacks against to Organization




Attacks Type - |

* Intrusion * Viruses

e Theft of copyright materials

e Sniffing e Worms

e |D Theft

e child abuse e Trojan horses
* DDos

* DNS change and amplify e Spyware

e Phishing

e Fraud e Robot or Zombie

e Spoofing, Fishing

e Spams



External Attacks by Robots




Effects of Attacks




The Basic Components
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Additional Features

Confidentiality Accountability

Integrity Nonrepudiation

Availability Reliability




Security Functional Requirements

Security Audit

Nonrepudiation of Origin and

nonrepudiation of Receipt

Cryptographic Support

User Data Protection




Physical Security

Deployment of Computer

System

Fire Protection

Disaster Center




Location of Computer Room
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