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Classificaton of Cyber Attacks

Cybercrime is a crime in which a computer is the object of the crime or is used as a tool to commit an offense.

Active Attacks Passive Attacks
Aim to Aim to
e Read information e Read information

e Change data

e (lear data

* Interrupt activities

e Give damage to the system
resources




Internal and External Attacks

Internal Attacks and Fraud External Attacks and Fraud
Internal fraud make by member of staff A person or a group or an organization make
against the organization. attack for
e Payment e Read information
* Procurement e (Change data
e Travel and subsistence e C(Clear data
e Personnel management e Interrupt activities
* Exploiting assets and information e Give damage to the system resources
e Receipt * Blocking of operations

e Financial gain
Internal fraud can range from compromising
customer or payroll data to inflating expenses External attacks aim to financial gain or make
to straightforward theft. | damage to system.
Sometimes it's an attack purely for personal
financial gain.



Classificaton of Cyber Attacks

Cyber crime against individual

Cyber crime against property

Cyber crime against organization

Cyber crime against society




Cyber Crime Against Individual




Cyber Crime Against Property




Cyber Crime Against Organization - |




_ Cyber Crime Against Organization - |




Cyber Crime Against Society




Some Numbers about Cyber Crime

e

Hacking More than 180 million in 2008

Malicious Software More than 2,6 million malicious software in 2008
Attacks by Robot (Zombi) 55 million attacks had been done by robots (Zombi)
Organization of Terrorism More than 90% of the attacks had been done by

some organization

Spam More than 350 million spam in 2008

Phishing About 400.000 phishing sites in 2009



Affects of Cyber Crime

Economical

Political

Social

Economical affects
e e-commerce : Fake company, fake goods
e e-banking : Fraud

Political affects
e Against to current government
e Terrorism

Social affects

e Defamation

e Forum pages

e Child soliciting and abuse
e Pornography
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