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Scope of Evaluation

Organizational

LEE: framework

Structure of Criteria

Purpose

Method Cost and Benefit




Target of Evaluation

o

e The Trusted Computer System Evaluation Criteria; (TCSEC), DoD 1985

e Information Technology Security Evaluation Criteria ; (ITSEC), EU 1991
e Federal Criteria; (ABD NIST and NSA, 1992)




Purpose of Evaluation




Method of Evaluation

e Product oriented method

e Process oriented method




Organizational Framework

e Public organization

* Private organization

Note : Interpretation of criteria may change over the time and differ between evaluators




Structure of Evaluation Criteria

The structure of evaluation Criteria are:
Functionality

Effectiveness

Assurance

* Orange book consider all three aspects at the same time.

e |TSEC consider all three aspects independently.




Cost and Benefits

Evaluation of IT system has two kind of cost:

: The fees is directly paid for evaluation process.
. Indirect costs consists of employee time, training cost, impact cost on
development process.




The Orange Book




Security Classes (TCSEC)

A Level : Verified Protection
B Level : Mandatory Protection (based on labels) B1 B2 B3
C Level : Discretionary Protection (‘need to know’) Cl C2

D Level : Minimal Protection



Europa




Common Criteria

German
France /
England (

TSEC
Orange book

Federal
Standard/




Comparision of TCSEC, ITSEC and Common
Criteria

>
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ITSEC Functional Classes
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