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Questions

Are user information belong to real user?

Are they stolen information?

The server that we are logging, is the one we want to connect?




ID Authentication Methods

Digital Certificate
Digital Signature




http

User has to be register the system by

e User name

e Password

http provides 2 options:

e Basic Access Authentication

e Digest Access Authentication




Basic Access Authentication

e User name and password are coded
by Baseb4. It is so simple coding and
can be solved easily.

e So it can not say, Basic Authentication
method is safe.




Digest Access Authentication

e Due to the weakness of Basic
Authentication method, Digest
Access Authentication was
developed.

User password do not send to
server. Instead, the Hash value is
send. In order to generate the Hash
value MD5 is used.

Server has a list of user name and
passwords which are in Hash form.




Kerberos - 1

Kerberos is developed in MIT for
student registration system, in
1980. Leather on is extended for
administration and accounting
application.

It is become an industry standard
as RFC 1510.

Kerberos use key distribution
protocol which is developed by
Needham and Schroerder.

Kerberos uses DES for
communication between client and
server.




Kerberos - 2

For all servers and clients password are
dedicated and they are known by Ticked
Issuer (Distribution Center)

Client askes a ticket to Access an application.

Ticked is encrypted by password of
application server.

Application server decrypt the ticked and
learn the ID of client.

The content of Keyberos key are:

ID of client
ID of application server
Session cipher key

Duration of Ticket
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Steps of Kerberos-|




Steps of Kerberos - |

User Authentication request

Ticket
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Digital Certificate -|

Version

Serial Number

Algorithm of Signature
Alp /
e Name of Issuer
i = f
h@"‘- ~—y  voff Validation period
h“‘{\‘
e [~ . * Not valid before

== :i‘-:. =i * Not valid after

Owner Name

Owner Public Key
* Algorithm

* Public Key

Supplements

Signature

Digital Certificate




Digital Certificate -l

Approval Signature

Approval Signature




Digital Certificate -IlI
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Corporation (K=ABC Holding)

Department (B=Engineering) Department (B=Accounting)

Name (BA=Alp) Name (BA=Eren)




PKI

Digital Certificate
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: It provide an I :
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ID for user and user can use it to : :
prove their ID. ] :
Requirement of a certificate is
evaluate by Registration Authority.
Public Key
@ﬁ_’ @ﬁ —>
Certificate Authority

Private Key
Keys Safe



Justitying of Message

Original Text G:Tate Key
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Original Text

Private Key
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MAC : Message Authentication Codes Origin of message

is true

Origin of message
is not true



Digital Signature
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